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113BemTaj  KOMncHje 3a  1136op
Bc Mp J|ejaH BajHh, 4Hnji. 14I]m. y 3BaThe
cTpyqHH capaHHIIK.-

HayHIIOM Behy Toll-a

Ha   ocHOBy   oj|jlyKe    HaytlHor   Beba   TexHH.ncor   ollHTHor   I|eHTpa   6poj    05-6200-11    oH
21.10.2025.  i'u4fllie, HOHeTe Ha  143.  ce;|HHI|H oHpxaHoj  17.10.2025.  roj|HHe,  KMeHOBaHH  cMo

3a   tljlaHOBe   KOMHclrie   3a   Ilo;|HoilleH,e   H3BelllTaja   3a   H36Op   y   cTpyqHO   3BarLe   cTpyq"
capanllHK Bc Mp J|ejaHa EajHha, ;udlljl. HHx.

Ha  OcHOBy  yBHz|a  y  npHCTHrj"  MaTepHjan  KojH  ce  Oz|HOcH  IIa  HaytlHOIICTpaKHBanl(H  pan
npHj aBjbeHor ItaH;|HHaTa IIoz|HocHMo c]Iezieha

H3BE mTAi KOMIIcll.E

BIIorpA®H]A KAHj|Hj|ATA

BojHH   cJly%6eHHI(   Mp   J|ejaH   Bajllh,   ziHIIjl.   MHx,      pobeH  je   y   Eeorpaz|y   1967.   roHHIIe.
OcHOBHy    11    cpeHH,y    IIIKojly    3aBpillHo   je    y    Bapy.    HHIIJloMHpao   je    1993.    roHHHe    Ha
ETleltTpoTexHIItlKOM  dyaKytiTeTy,  yllllBep3HTeTa  y  Beorpany  H  cTeltao  3Balbe  z`HIIjloMHpaHor
HHxeH,epa e]IeKTpoTexHIIKe  3a ayTOMaTHKy  H  eTleTpoHHKy.  Ma"cTpllpao je  1999.  roz|HHe  Ha

EJleKTpoTexHHtlKOM  dyaKyJITeTy,  y"Bep3IITeTa  y  Eeoxpany  Ha  KaTez|pH  3a  AyTOMa"Ky  14
EJlel(TpoHHI(y o6jlacT VIIpaBjbaH,e cHCTeMHMa.

0;I   1994.   3allocJleH  je  y  HIIME,   H   oz|  TaHa  paz[H   I(ao   KPHIITOTlor,   a  KacHHje  I(ao   BHmH
KpllrlTOJlor Ha cJleHeh" paHH" MecTIIMa:

•      1994-2000:.KPHIITOJ]or   y    oHejbeH.y    3a   I(pHriTo3alllTHTy    y    TeTlel(oMyHHKal|HollHM

cl]cTeMHMa, HIIME,
•     2000-2023:  BHI"  KPHIITOTlor y oHcel(y 3a KPHIITo3alll"Ty y paqyllapcl{HM MpexaMa

oqeJbeH,a 3a pa3Boj  H  HMIITleMeHTaulljy  KPHIIToaJ]ropHTaMa,  I|IIME,  y"  (J-6)  rlll
BC

•     2023   H   flaJI>e:    BIIIIm   xpHHTOJlor   y   oz|cel(y   3a   KPHIITo3alllTHTy   y   paqyHapcl(IIM

MpexaMa, oHethell,y 3a pa3Boj  KpllllToapadycltHx pemeH,a (OzipKP),   I|IIME, y" (J-
6) rHJ BC

AyTop je jeHHor cTpyqHor paHa Ha HOMahoj  cTpyqHoj  KOHdyepeHHHjH H je;|Hor cTpyqHor paz|a

y  tlacoIIIICHMa.
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y  paHy je  olmcall  MeTOH  TecTIIpaH,a ja]3Hor  IImdyapcKor  ajlropH"a  Ascon-128a  y
4E4D   (Authenticated   encryption   with   associated   data)   Moz[y   paz[a   ca   MST   IIaKeTOM
cTaTHCTHqKHx  TecTOBa.   ATlropHTaM  IIprmaAa  KJlacH  "I/gfotw;ez.gfo/"  KPHHrorpadyHje  I(oja  ce
KopHc"  y  3allml"  no;|aTaKa  y  ypebajllMa  I{ojH  IIMajy  orpaHrmeHe  xapztBepcKe  pecypce  y
norJlej|y   IIpol|ecopcKe    cllare   paqyHall,a,    MeMopllje,    IIOTpollllbe   6aTepllje    IITz|.    rJlaBHe
o6Jlac"  HplrMeHe  oBe  Kpll[IToxpadyllje  cy  RT/D  cHCTeMII  11  TaroBII,  ypebajH  y  3xpaBCTBeHoj
He3H, MeHIII|HIIclcll ypebajH, Mpexe ceH3opa, HOT "/uter#ef o/Z7z!.rzgr" 11".

HedyllHIIcaHo je  8  ceTOBa  IIoz|aTaKa  I(ojH  cy  reHepllcalm  ca ,4sco#-/28cr  aJlropll"oM  y
cBpxy TecTHparba ca M:S'r IIaKeTOM TecTOBa H z|aT KpaTaK onHc IIapaMeTapa anropll"a.  OBH
ceTOBH  IIoqaTal{a  cy  H3a6paml jep  ce  Bepyje  j|a  cy  KopHCHII  y  eBajlyaulljH  ICBaJIHTeTa  6Jlol(
I"dyapcl(IIx  aJlropHTaMa  y  AEAD  Mony  paz|a.  y  AE4D  Moz|y  anropH"a  Ascon-128a  ce
HIIcy I(opllcTlmll IIpllz|py2Iceml nouanll jep ce OHII He III"Te. Taltobe ylcpaTKo je ol"caH IV/Sr
cTaTHCTil`IIcll   IIalteT  TecTOBa  ra  eBanyaunjy  lcBaTIHTeTa  reHepaTopa  cjlyqqjHHx  6PojeBa.   y
TTecTy KpllllTorpa¢cKe 3am"Te. Asco72-/28a   ajll`opHTaM  je npolllao cBIIx  188  cTaTlicTiml{IIx
TecTOBa, r3a. r[eor  TroF:a:rice  Plaintext/Ciphertext  Correlation,   128-bit  Key  Avalanche,128-bit
Nonce Avalanche,  Low  Density 128  bit Nonce.  TlocTojEL Tioxpe6a 3E\ iioi|a"HM Tec"paH>"a,
ca  BehllM   clcylloBIIMa  IIOHaTaKa  jep   He   IIpoilaeH   cBe  IV+sr  TecTOBe   Ha  HeKIIM   cKylloBIIMa
noz|aTal(a.

2.  Jovanovi6,  S.,  Proti6,  D.,  Anti6,  V.,  Grdovi6,  M„  Baji6,  D.  2023.  Security  of wireless
keyboards:   Threats,   vulnerabilities   and   countermeasures.    Vo/7'zo/efo#i.dhi   g/crs#J.A/A4j/j/cry
/ecfoJ?I.cc7/ Coorl.er  7J (2), pp.  296-315. https://doi.org/10.5937/vojtehg7143239 qu51 )



oBaj    paz|    npHI{a3yje    IIperjleH    HCTpa%HBaH,a   paELHBoc"    patlyHapcKHx    cllcTeMa
H3a3BaHHx   KOMnpoMHTyjyhaM   ejleKTpoMarHeTcl(IIM   3patlelbeM,   KOH   6eREHqmlx   TacTaTypa.
EexHqHH     ypebajH     I(opllcTe     KOMyHIIKal]Hjy     Kojy     Kapal(TepHIHe     Hpo6HeM     otlyBaH,a
IIPHBaTHoc"   IIHdyopMal|IIja   36or   HHxepeHTHor,   Moryher   oTIII|aELa   IIoqaTal(a   H3a3BaHor
eMHCHjoM paHHo TaJiaca.  Wireless IIOBe3HBalbe je 113Bop eMaHal|Hje  cllrHajla KojH  Mopa 6H"
3amTIIheH   y   cMHCJly   6e36eHHoc"   Ho;|aTaKa.   MeToz|e   Koje   cy   IIPHMeH,elle   y   PaHy   cy

pa3MaTpalbe     paH,HBoc"     6exHqHHx     TacTaTypa     K     side-channel     Hallaz|a,     c     I|IIJbeM
HCTpaxHBaH,a  oTIII]alba  IIOHaTaKa  36or   ejleKTpoMarHeTCKe   eMHcllje.   Ho6HjeHH  pe3yJITa"

yl(a3yjy  Ha  I]pollycTe  I(ojll  cy  cllel|HdyHqHH  3a  6exHtlHe  TacTaType.  Pe3yjlTa"  TecTHpalba
yllaHa OTI(pHBajy PaELHBoc" TapreTxpaHe 6exHqHe TacTaType KojH cy IIoce6Ho eBHz|eHTHH y
cJlyTajeBHMa 3acTapeJlor codyTBepa, IIoy3HaHoc" 6exllqHor IIpeHoca H KOHel{I|IIje. HOKa3aHo

je    Ha    nocToje    6e36eHHocHH    rlpollyc"    KojH    oMeTajy    paz|Ho    KOMyHHKauHjy,    HajyhH
MaJIHI|Ho3HOM  KopHCHIIKy  MoryhHocT  3a  IIOTHyHH  IIPHCTyll  patlyHapy  Ha  KojH  je  6exI]t]Ha

TacTaTypa T[OBe3 aHa.

IIPErjlEj| HAyHHor H CTpyIIHor PAHA

BojHH  CJlyx6eHHK  Mp  Z|ejaH  Bajllh,  HHII]I.  HIIx.  6aBII  ce  HayilHOHCTpaxHBatlKI"  paz]OM  y
06jiac"  KpllllT03alllTHTe  y  paqyHapcKHM  MpexaMa  H    TeTleKOMyHHKaHlriaMa.  ELeroBa  yxa
cllel|HjanHocT je pa3Boj  H HMnJleMeHTI|Hja KPHrlTorpadycl(IIx pellleH,a IIpl"erbHBHx y o6J]ac"
3alHTHTe 1114caHHx 11  roBopHHx HHdyopMauHja.

y  Tor(y  I(apHjepe  ytlecTBOBao  je  y jez[HOM  HaytlHo-HCTpaxllBaqKOM  npojeKaTy  HPHMeH,eHHx
IICTpaml4Balba  113paHe  reHepaTopa  cjlytlajHHx  HMIIyjlca  rcH  KojH  ce  y  HHME  KopHc"  Kao
OcHOBHa cllpoBHHa 3a H3pany I(prmTorpa¢cKHx KjbyqeBa y paeHHM mHdyapcKHM cllcTeMHMa H
3a H3paHy CHK3 ca cJ]ytlajHHM H113oM 3a 3alll"Ty IIoz|aTaKa y II"dyapcKOM cllcTeMy Ill-8.

3AKjbyqAK cA IIPE/|jloroM 3A oHjlyllllBAlbE

KaHz|III|aT  Bc  Mp  HejaH   BajHh,  z|IIIITI.   HHx.   y  CBOM  j|oca;iallllbeM  paHy  6Ho  je  ayTop  z|Ba
cTpytlHa paj]a.

KoedyHI|HjeHT   HayqHe   KOMIIeTeHTHoc"   Mp   Z|ejaHa   Bajllha,   ;|HriJI.   HHx.   y   rlpeTxoHHOM
TporoI|HlilELeM IIepHOHy je:

M3o+ M5o + M6o = 0 + 2 + 0.5 = 2.5

Ha   ocHOBy   I(pHTepHjyMa  3a   npol|eHy   HayqHe   I{oMIIeTeHTHoc"   I(aHHHHaTa,   KaHz|HjlaT  je
ocTBapHo cJlez|ehe KBaHTHTaTHBHo H3paxeHe pe3yJITaTe:

o3HaKa Ipynepe3yJITaTa
IIoellH Epo.i I)aqoBa yKynHo

M63 0.5 I 0.5

M5I 2 i 2

yKyllHo 2.5



KOMHcllja cMaTpa z|a I{aH;|IIHaT Bc Mp HejaH BajHh, "IIji. HHx., IIcllylbaBa ycJloBe HedyHHHcaHe
IlpaBHTHIHltoM  o  ycJloB"a  3a  cTHI|aELe  cTpyqHHx  3BaH,a  y  TexHHtmoM  ollHTHOM  I|ellxpy  H
IIper[Jlaxe HaytllloM Behy TOI+a j|a H3a6epe I(aREHaTa y cTpyTHlo 3BaH,e cTpyuHII capaHI"K.
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